1263
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.30, NO.6, Dec. 2020 ISSN 2288-2715(0Online)
https://doi.org/10.13089/JKIISC.2020.30.6.1263

5 Ak 27E o83k AESe] wiEh Alif
A 07 37"

za"ozs?2s s 2

Ay, 23Z0icystn 28 EEoMstD} (Tt mF)

dob N

L
Novel Differential Fault Attack Using Function-Skipping on AES*

Ju-Hwan Kim,"™ JongHyeok Lee,? Dong-Guk Han®
'Department of Mathematics, Kookmin University (Undergraduate),
23Department of Financial Information Security, Kookmin University

(Graduate student, Professor)

Q o
I =
A 2 34 Est gulel <diHel eAEE fmEste] WA oF e A gETe] AE ol
Al HlE7IE EHEke el Ao AR o ¥4 ¢ due|Fe] FAEE WERARE de A3s
ol g3t whil, fele 5 AAF AWARE v AAE ol&dte AE &F AL Ak A E>
Tl o ol EEeR § 2 ool AA| W] Bt rhed g g 3 BARE devh =3 49
= 2R7F 3 AR R ASehs ek AAeEn $A% 7e A es Yot ARk 1S
AgA oz ZAFsb] 918 Riscure Ak Piflata B=ol g &5 4 34 73l A9 §5 Aoz frs
A B RS & RS AR Ao, 7 2 el niET] Eel Aednk
ABSTRACT

The differential fault attacks (DFA) are cryptoanalysis methods that reveal the secret key utilizing differences between the
normal and faulty ciphertexts, which occurred when artificial faults are injected into an encryption device. The conventional
DFA methods use faults to falsify intermediate values. Meanwhile, we propose the novel DFA method that uses a fault to
skip a function. The proposed method has a very low attack complexity that reveals the secret key using one fault injected
ciphertext within seconds. Also, we proposed a method that filters out ciphertexts where the injected faults did not occur the
function-skipping. It makes our method realistic. To demonstrate the proposed method, we performed fault injection on the
Riscure’s Piflata board. As a result, the proposed method can filter out and reveal the secret key within seconds on a real
device.
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Table 1. Notations g A (DA CT=TB KR 54 (4)
lo] BH Z7}7)r 5 = 5k
Notation Description oF Ae] F¥ FAE 124 FR 7 KE A
. 4 ol
C Normal ciphertext Mt
c Faulty ciphertext i
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I 10" round input ) o e s
T T Sl E 7|E 2 A
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1}, PC(program counter)”} ¥7=e] s =2
o]7} 3lEx] er=thd SubBytes d<7F AzkE
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= s} A WAl 7S SubBytes @4 Ut

01 | static uint8_t getSBoxValue(uint8_t num)

03 return sbox[num];
04 |}

01 | static void SubBytes()
02 | {
03 uint8_t i, j;

04 for (i = 0; 1< 4; ++1)

25 {

06 for (j =05 j < 45 ++])

{
08 state[i]1[j] = getSBoxvalue(state[i][j]);
}

10 3
1 |}

Fig. 2. The Riscure’s SubBytes implementation

80086ec <AddRoundKey>

01 | bl

02 | bl 800875¢c <SubBytes>
03 |bl 80087b8 <ShiftRows>
04 | bl

80086ec <AddRoundKey>

Fig. 3. Last round of the AES assembly code
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01 | movs
02 | strb
03 |[b.n
24 | movs

r3, #0

r3, [r7, #7]

80087a6 <SubBytes+@x4a>
r3, #0 [

@5 | 1drb r3, [r7, #7]
26 | adds r3, #1
07 | strb r3, [r7, #7]
08 | ldrb r3, [r7, #7]
09 | cmp r3, #3
10 | bls.n 8008768 <SubBytes+@xc> |—

Fig. 4. First loop of the SubBytes assembly
code
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